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This document details the steps required to configure Active Directory for use
with a cloud hosted Impero Education Pro Server. Impero Education Pro will
communicate to the customers domain controller using the Lightweight
Directory Access Protocol over Secure Socket Layer (LDAPS). This ensures that
any data transmitted between the Domain Controller and Impero Education Pro
is encrypted using SSL. This will allow some of the features within Impero to
interact with customers active directory such as change password.

The below will be needed to get the LDAP’s configuration working;

e The following firewall configuration is required only for the Domain
Controller that Impero will be contacting over LDAPS.** The Domain
controller will need to be publicly accessible either via a DMZ or by Port

Forwarding.
Protocol Port Traffic Direction Rule
TCP 636 Inbound & Allow
Outbound
TCP 389 Inbound & Block*
Outbound

*blocking 389 is not a requirement but advised so that there will be no attempt
to transmit information across this port.
** This is in addition to the usual Impero Exclusions.

e \We advise if you are not already using LDAP’s for other reasons that you

restrict the communication to our servers.

e Please take note of your Domain Controllers FQDN (Fully Qualified
Domain Name) and your Public IP address as this will be required later.

e We advise creating a service account in an active directory such as

Impero-Admin who has the permission to be able to change password
etc... (Account Operators) as we will need the username and password
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for authentication purposes but is not essential, this will be described and
set up later in this guide.

e You will need to be able to create/generate certificates on the domain
controller.

In the next following steps, we are going to be setting up the Certificates so that
the Impero Services and your domain controller can communicate with each
over SSL.

1. Open the 'Start' screen - this can be accessed from the bottom left of the
desktop or by pressing the Windows key.

2. Search for 'Server Manager' and click to open it.

3. Click '"Manage' in the top left of the Server Manager.

4. Click 'Add Roles and Features' (Image 1).

B Server Manager [- =[]
v @ I V Manage  Tools View Help

Add Roles and Features

Remove Roles and Features
BE Dashboard WELCOME TO SERVER MANAGER
i Add Servers
|

« Dashboard

N Local Server Create Server Group
l_. All Servers 0 C Oﬂﬁ au ,-e:‘ Server Manager Properties
fill ADDS =
1% owce [y
& DNs 2 Add roles and feature
By Fil ices P 3 A
& File and Storage Services 3 Add other servers to manage
WHAT'S NEW R e A
I (reate a server group B

Image 1 - Add Roles and Features

5. The 'Add Roles and Features Wizard' should open.
6. Click 'Next' on the 'Before you Begin' screen.
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7. Click 'Next' on the 'Installation Type' screen.

8. Click 'Next' on the 'Server Selection' screen.

9. Tick 'Active Directory Certificate Services' and an additional window
should appear (Image 1.1).

‘ £ Add Roles and Features Wizard

Select server roles

I

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

bt -
Features [] Active Directory Federation Services
ADCS [J Active Directory Lightweight Directory Services
Role Services [[] Active Directory Rights Management Services
Confirmation ] Application Server 1l
[V] DHCP Server (Installed [=|
V] DNS Server (Installed
[[] Fax Server
P |¥| File And Storage Services (Installed
[] Hyper-v

[ Network Policy and Access Services L
[C] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

Image 1.1 - Active Directory Certificate Services

10.Click 'Add Features'.

11.Click 'Next' on the 'Server Roles' screen.

12.Click 'Next' on the 'Features' screen.

13.Click 'Next' on the 'AD CS' screen.

14.Ensure that 'Certification Authority' is ticked (Image 1.2).

& " Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Active Directory Certificate

Instaliation Type Role services

[ ificatio Authori Y]
ertr 1L

'olicy Web Service
[[] Certificate Enrollment Web Service
[ Certification Authority Web Enroliment

[] Network Device Enroliment Service

Confirmation [] Online Responder

Image 1.2 - Certification Authority
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15.Click 'Next'.

16.Click 'Install' on the 'Confirmation' screen.

17.Wait for the installation to complete.

18.Click 'Configure Active Directory Certificate Services on the destination
server' on the 'Results' screen (Image 1.3).

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configure Active Directory Certificate Services on the destination server
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Image 1.3 - Configure AD CS on the destination server

19.The 'AD CS Configuration' window should open.

20.Confirm that you are using an administrator account which is a member
of the Enterprise Admins group. If not, please select 'Change...' and enter
the credentials of an account with membership to the Enterprise Admins
group.

21.Click 'Next' on the 'Credentials' screen.

22.Tick 'Certification Authority' (Image 1.4).
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Select Role Services to configure

; Certification Authorig)

ertitication Authority Web Enrollment

Image 1.4 - Certification Authority

23.Click 'Next' on the 'Role Services' screen.
24.Confirm that 'Enterprise CA' is selected (Image 1.5).

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

® Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

(O Standalone CA
Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

Image 1.5 - Enterprise CA

25.Click 'Next' on the 'Setup Type' screen.
26.Confirm that 'Root CA' is selected (Image 1.6).

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PK!) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@ Root CA
Root CAs afe the first and may be the only CAs configured in a PKl hierarchy.

O Subordinate CA
Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Image 1.6 - Root CA
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27.Click 'Next' on the 'CA Type' screen.
28.Confirm that 'Create a new private key' is selected (Image 1.7).

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

®) Create a new private key

Use this option if you do nof\have a private key or want to create a new private key.

) Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

-

elect a certificate and use 1ts associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

Selact an existing private kev on this comnputer
seiect an existing private key on this compute

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Image 1.7 - Create a new private key

29.Click 'Next' on the 'Private Key' screen.

30.Click 'Next' on the 'Cryptography' screen.

31.Click 'Next' on the 'CA Name' screen.

32.Confirm that the validity period is set to '5 years' *this is custom and will
require this step to be redone on expiry (Image 1.8).

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

Image 1.8 - Validity Period

33.Click 'Next' on the 'Validity Period' screen.

34 .Click 'Next' on the 'Certificate Database' screen.
35.Click 'Configure' on the 'Confirmation' screen.
36.Wait for the configuration process to complete.
37.Click 'Close' on the 'Results' screen.

38.Click 'Close' on the 'Add Roles and Features Wizard'.

The Domain Controller CA Certificate has now been created.
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1. Open the 'Start' screen/menu.

2. Search for 'certsrv.msc' and click to open it.

3. Expand the entry containing the server name under 'Certification
Authority (Local)".

4. Right-click on 'Certificate Templates'.

5. Click 'Manage' (Image 2).

| = certsrv - [Certification Authority (Local)] J
L File Action View Help
G| = H >

i) Certification Authority (Local) i Name Description
46 . -G i a ... Certification Authority
| Revoked Certificates
| Issued Certificates
| Pending Requests
— Failed Requests
| Certificate

Ten

New >

Refresh

Help

Image 2 - Certificate Templates

6. The 'Certificate Templates Console' should open.
7. Right-click 'Kerberos Authentication' from the list.
8. Click 'Duplicate Template' (Image 2.1).

el Exchange Enroliment Agent (Offline requ... 1 41
 Exchange Signature Only 1 6.1
7 Exchange User 1 7.1
7 Ipsec 1 8.1
5 IPSec (Offline request) 1 71
| Kerberos Authenticiggs y 110.0
#! Key Recovery Agent 105.0
F LDASYOUID ‘ Reenroll All Certificate Holders 100.2
# OCSP Response Sigf‘ All Tasks > 101.0
) RAS and IAS Server | : 101.0
% Root Certfication s "ToPerties 5.1
) Router (Offline reqr, Help 41
& Smartcard Logon — 1 6.1

Image 2.1 - Duplicate Template

The Kerberos Authentication is a protocol this is used for authenticating the
requests between the Impero Service and your Domain Controller across the
untrusted network.
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9. The 'Properties of New Template' window should open
10.Click on the 'General' tab

11.Change the 'Template display name' to 'Impero-LDAPS'
12.Change the 'Validity period' to '5 years' (Image 2.2)
13.Change the 'Renewal period' to '3 years' (Image 2.2)

Properties of Mew Template >
i

Superseded Templates Extensons Securty
Subject Mame Sarver lssuance Requirements
Compatibil equat Handing Cryptography ey Attestation

mplate dF -
|mperoLDAPS |

Template name:
| mpersLDAPS

Validity period: Fienawal peniod:

5 |years

[ Pubksh catificate in Active Directory

Do not automatically reenroll f a duplicate cerficate exdsts in Active
Directory

oK Aoply Help

14.Click on the 'Subject Name' tab
15.Tick 'DNS name' and 'Service Principal Name (SPN)' (Image 2.3)
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Properties of New Template [x]

| Superseded Templates | Edensions | Securty
' patioit Genersl | ReguestHanding | Cryptography
| Server | lssuance Regquirements

pmpatibifite—.

Subject Name

(O Supply in the request
Use subject information from existing certificates for autoenrollment
renewal requests (7)

(® Build from this Active Directory information

Select this option to erforce consistency among subject names and to
simplify cerificate administration.

Subject name format:
| None v

[ ] Include email name in subject name

Include this information in altemate subject name:
[] E-mail name

[] User principal name (UPN)
[] Service principal name (SPN)

* Control is disabled due to compatibilty settings.

ok ] [Coen | [ |[ ]

Image 2.3 - DNS Name/Service Principal Name

16.Click 'Apply".
17.Click 'OK".

18.Close the 'Certificate Templates Console' and return to 'certsrv’.
19.Right-click 'Certificate Templates'.
20.Click 'New -> Certificate Template to Issue' (Image 2.4);

7

L) certsrv - [Certification Authority (Local)]
File Action View Help
e = H > e
j_:ﬁ] Certification Authority (Local) Name Description
4 g -Gl g .. Certification Authority
| Revoked Certificates
| Issued ificates
| Pending Requests
\\ 5| Certificaiel_e_mgjgges]
Manage ‘
I \New) >| ; Certificate Template to Issuel ]
Refresh \ —
|
Help ‘

Image 2.4 ~ Certificate Template to Issue
21.The 'Enable Certificate Templates' window should open.
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22.Select 'Impero-LDAPS' from the list (Image 2.5).

i
B Enable Certificate Templates >
| Select one Cenficate Template to enable on this Cedffication Authority.
Mote:  a cetificate template that was recently created does not appear on this list, you may nead to wait uniil
information about this template has been replicated to all domain controllers.
Al of the cerfficate templates in the organization may nof be avaiable to your CA,
For more information, see Certificate Template Concepts.
L
Hame Intended Purpose o)
E Exthange-kas Securs Email
| Impera-LDAPS KDC Authentication, Smart Card Logon, Server Authenticatio
+{lCs IP security IKE intermediate
3 |PSec (Offline request) IP security IKE intermediate
= Key Recovery Agert Key Recovery Agert
#ocse Response Signing QCSP Signing
T RAS and IAS Server Cliert futthentication, Server futhentication
7 Router (Offline request) Cliert Authentication
T Smartard Logon Cliert Authertication, Smart Card Logon v
-l . y - - P . 3 - - N
< >
I OK I  Cancdl

Impero 2.5 - Certificate Templates 1

23.Click 'OK".
24.Close the 'Certsrv' window.
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1. Open the 'Start' screen.
2. Search for 'MMC.exe' and click to open it.
3. Click on the 'File' menu in the top left.
4. Click 'Add/Remove Snap-in...".
5. The 'Add or Remove Snap-ins' window should open.
6. Select 'Certificates' from the left pane (Image 3);
Add or Remove Snap-ins -
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins: i
Snap-in Vendor A | ] Console Root Edit Extensions...
;‘;Acu’ve Directory Do... Microsoft Cor... N
ﬂib_EAcuve Directory Site... Microsoft Cor... | _| ‘ BENONG
_ Active Directory Use... Microsoft Cor... |~
=3 ActiveX Control Microsoft Cor... | ‘ Move Up
[Z ADs! Edit Microsoft Cor... ‘
mAuthorizah’on Manager Microsoft Cor... | Move Dowr
L 3 ates  Microsoft Cor... || Add>
(&7 Certificates | Microsoft Cor... | |
L5 on Authority Microsoft Cor...
2. Component Services  Microsoft Cor...
A Computer Managem... Microsoft Cor...
=5 Device Manager Microsoft Cor...
¥ DHCP Microsoft Cor...
=9Disk Management ___ Microsoftand... ¥ L
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
Image 3 - Certificates
7. Click 'Add >'.

8. The 'Certificates snap-in' window should open.

9. Tick 'Computer account'.

10.Click 'Next'.

11.Click 'Next'.

12.Click 'OK".

13.Expand 'Certificates (Local Computer)'.

14.Right-click 'Personal’.

15.Click 'All Tasks -> Request New Certificate...' (Image 3.1).
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=

E File Action View Favorites Window Help
| [m =
] Console Root
4 [3) Certificates (Local Computer) :
S Find Certificates...

b -
» & Enterpl ﬁ" Tasks ) | Find Certificates...
b [ Interm m&m from Here — Request New Certificate...
b [ Truste T

= Import...
b [ Untrus Refrsh | Impo
p [ Third- Help | Advanced Operations
b [ Trusted People
b (] Client Authentication Issuers
p [ Certificate Enrollment Reque|
b "] Smart Card Trusted Roots
b [ Trusted Devices

<] n [ [>]

Contzins actions that can be performed on the item.

Image 3.1 - Request New Certificate

16.The 'Certificate Enrollment' window should open.
17.Click 'Next'.

18.Confirm that the 'Active Directory Enroliment Policy' is selected (Image
3.2).

Select Certificate Enrollment Policy

Certificate enroliment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enroliment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy

Configured by you

Learn more about certificate enrollment policy

Image 3.2 - Active Directory Enrollment Policy

19.Click 'Next'.
20.Tick 'Impero-LDAPS' (Image 3.3);
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_| Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll,
Active Directory Enroliment Policy
[1Directory Email Replication A1) STATUS: Available Details v
["1Domain Controller 1) STATUS: Available Details v
[C]Domain Controller Authentication 1) STATUS: Available Details v
["]Kerberos Authentication 1) STATUS: Available Details v
(¥ YoulD-LDAPS j) STATUS: Available Details v

[]Show all templates
Learn more about certificates

Image 3.3 - Certificate Enrollment

21.Click 'Enroll".
22.Wait for the enrolment to complete.
23.Click 'Finish".
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1.
2.
3.
4.
5.
6.
7.

Open the 'Start' screen

Search for '"MMC.exe' and click to open it

Click on the 'File' menu in the top left

Click 'Add/Remove Snap-in...'

The 'Add or Remove Snap-ins' window should open
Select 'Certificates' from the left pane

Click 'Add >'

]

| B Consolel - [Console Root]
-

File Action avori
¢o|ml 2 Hm

[ Console Root Nam.

Add or Remove Snap-ins X

You can select snap-ns for this console from those available on your computer and configure the selected set of snapins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:

[ console Root Edit Extensions. ..

m ) Mave D

Advanced. .

Desaription:
‘The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

=) om |

8. The 'Certificates snap-in' window should open

9. Tick 'Computer account’

10.Click 'Next'

11.Click 'Next'

12.Click 'OK'

13.Expand 'Certificates (Local Computer)'

14.Expand 'Personal’

15.Select 'Certificates' from the left-hand tree view

16.Locate the certificate with the FQDN of the Domain Controller under
'Issued To' and 'Impero-LDAPS' under 'Certificate Template'

17.Right-click on the certificate

18.Click 'All Tasks -> Export'
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E Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]
E File Action View Favorites Window Help
| n@E 4 XERIBE

1 Console Root Issued To - Issued By Actions

@ﬂ\mEruschuDI-\MP-SR-TRA\N\NG-CA
AP-SR-TRAINING.|

Local Computer)

imperoschool-IMP-SR-TF| | Certificates
IMP-SR-TRAINING.impery| |
Open rosoft Remote Attesta

] Personal
| Certificates

w [] Troste ertification Authorit| @MIUDSD& Re . AR CR TRAIRIRLA T

. *—==---schaol.local
[ Certificates mote o
[ Enterprise Trust

[ Intermediate Certification Authorit] Cut Request Certificate with New Key...
[ Trusted Publishers Copy

imperoschool.local

Mare Actions
mote

Renew Certificate with Mew Key...

1 Untrusted Certificates Delete
[] Third-Party Root Certification Aut|
[ Trusted People Properties

>

>

>

>

>

>

> ._:] Client Authentication Issuers Help
5 [ Preview Build Roots

» [7] Other People

» [7] Remote Desktop

» [ Certificate Enrollment Requests
5[] Shielded VM Local Certificates
5[] Smart Card Trusted Roots
5[] Trusted Devices

5[] Windows Live |D Token lssuer

19.The 'Certificate Export Wizard' should open
20.Click 'Next'
21.Click 'Next'

22.Confirm that 'DER encoded binary X.509(.CER)" is selected

<* Certificate Export Wizard

Export File Format
Certificates can be exported in a vanety of file formats.

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certs

ation path if possible

Delete the priv ey if the export is successfu

Export al extended properties

23.Click 'Next'
24 .Click 'Browse...'

25.Select a location to export the certificate to and enter the server name as
the file name e.g. IMPDCO1 on C:\Certs
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26.Click 'Save'

27.Click 'Next'

28.Click 'Finish'

29.A window should appear confirming the export was successful

30.Click 'OK'

31.Within the MMC 'Certificates' view, locate the certificate with '-CA' at the
end under 'Issued To'

Iﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal Certificates]

E File Action View Favorites '‘Window Help
o | nE 42 XE = B

_ Console Root

v [l Certificates (Local Computer)

~

lezued To lzsued

. '?;lNethEI:Scho ol.uktest.com uktest:
v L] Personal iﬁ] MewTestSchool.uktest.com uktest:

“| Certificates P .

— ] g’ T 4'|'“'§ » I 1. T
sted Root Certification Muthorities o prnmy #ima clouda - plrve
2 Ukbest-NEWTESTSCHOOIL -CA.,,

| Enterprise Trust
7| Interrnedizte Cerification Authorities
5 | Trusted Publishers

o [ O WP [ S o
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32.Right-click on the certificate

33.Click 'All Tasks -> Export'

34.The 'Certificate Export Wizard' should open
35.Click 'Next'

36.Select 'Yes, export the private key'

37.Click 'Next'
38.Tick 'Export all extended properties' and 'Include all certificates in the

certification path if possible'.
#= &0 Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format vou want to use:
DER encoded binary X.509 (.CER)
Basz=-54 encoded X, 509 [LCER)

Crypiographic Message Syntax Standard - PKCS 27 Certificates (P7E)

all certificates in the certificator

{#®) Personal Information Exchange - PXCS £12 (PFX)
cude all certificates in the certification path if possible

Delete the private key if the export is successful

purt all extended properties

[[]Enable certificate privacy

L = -
[ v gy e e ] Lol )

Concel
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39.Click 'Next'

40.Tick 'Password:

41.Enter a strong password (Please take note of this as it will be required
later);

(£) - Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[]Group or user names (recommended)

Epm

esssses “\ ‘

Confirm password: J

/ I

Learn more about protecting private keys

[unno|

Next H Cancel

42.Click 'Next'

43.Click 'Browse...'

44 Navigate to the same folder you saved the server certificate to

45 .Enter the server name with '-CA' at the end as the file name e.g.
IMPDCO1-CA

46.Click 'Save'

47.Click 'Next'

48.Click 'Finish'

49.A window should appear confirming the export was successful

50.Click 'OK'

51.Close the 'MMC.exe' window
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1.
2.
3.
4.

Open the 'Start' screen

Search for 'dsa.msc' and click to open it

'Active Directory Users and Computer' should open

Navigate to the root Organisational Unit containing all of your users e.g.
All Users

For example (You can create this user at the domain root level if you wish:
Teaching Staff user accounts are located in a 'Teaching Staff' OU, which is a
child of the 'All Users' OU

All Users -> Teaching Staff

Student user accounts are located in an OU related to their year group,
which in turn is located within a 'Students' OU, which is a child of the 'All
Users' OU

All Users -> Students -> Year 12
In this example, the 'All Users' OU would be identified as the root OU.

Right-click on the root OU identified above
Click 'New -> User"

The 'New Object' window should appear

In 'First name:' enter 'Impero’

. In'Last name:' enter 'Admin'

10.In 'User logon name:' enter 'Impero-Admin’;

© 0 N O WL

© 2019 Impero Solutions Ltd




Impero Education Pro — Cloud Hosted Server Active Directory Setup Guide - May 2019

Mew Object - User *

'1 Createin;  ubkdest com/

Wik
First name: | Impero | nitials;
Last name: |.-"ﬂ"'ri|"| |
Full name: | Impero Admin |

lser logon name:

|Irnparn-ﬁndmi:1| l Euktest com 5

User logon name fpre-Windows 2000):
|UKTEST\ | [Imero-Admin |

< Back Mext = Cancel

11.Click 'Next'
12.Enter a strong password without any ASCII special characters Note :
These are the ASCII special characters that should NOT be used when
creating the Impero-Admin password;
y /<> [N @#S % A& *(-=_+
This is due to incompatibility with specific services. Use uppercase characters,
lowercase characters and numbers only.

13.Untick 'User must change password at next logon'

14.Tick 'User cannot change password'

15.Click 'Next'

16.Click 'Finish'

17.Click on the 'View' menu within Active Directory Users and Computers
18.Click 'Advanced Features' to enable the option;
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] Active Directery Users and Computers - ) X
File Action Help

Gash A Add/Remove Columns...
1 Active Direc Large lcons P
— Saved 4 Small Icons
v = Uk'e;:'i; List ntainer for up...
. : ntainer for do...
Con ® Detail
~ Don ntainer for sec...

Groups, and Computers as containers

Fore ntainer for ke...

Advanced Features)

1 Keys S
21 LDA Filter Options... ntainer for of...
Lost B ntainer for ma...
= Man i Obtomees :ation for stor...
Program Data [ system Container Builtin system settings
] System | Users Container Default container for up...
Users [I NTDS Quotas msDS-QuotaC... Quota specifications co...
"] NTDS Quotas 7] TPM Devices  msTPM-Infor...
— TPM Devices ] Infrastructure  infrastructurel...
E&ldaps Security Group...
& Idaps test User
E.;lesl 1 User
< >

Enables/disables advanced features and objects

19.Right-click the 'Impero-Admin' user

20.Click 'Properties'

21.In the 'Email:' field enter a unique email address e.g.
imperoadmin@imperosoftware.com (This does not need to be a real
account)

22.Click 'Apply'

23.Click on the 'Attribute Editor' tab

24 .Click 'Filter'

25.Confirm that 'Show only attributes that have values' is ticked Impero-
Admin

26.Take note of the following attribute values as these will be required later;

Attribute Example

distinguishedName CN=ldaps test,DC=uktest,DC=com
mail |dapstest@imperosoftware.com
userPrincipalName |dapstest@uktest.com

27.Click on the 'Member Of' tab

28.Click 'Add..."

29.In the 'Enter the object names to select' field type 'Domain Admins &
Account Operators'

30.Click 'OK'

31.Click 'Apply
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The user will now have Domain and Account Control privileges required for
some features in Impero such as change password.

We need to verify that we can connect to the domain controller locally to make
sure this is now all working correctly.

Open the 'Start' screen

Search for 'LDP.exe' and click to open it

Click on the 'Connection' menu in the top-left
Click 'Connect...!

B wnN e

Connection “Browse View Options Utilities Help

Connect...

Ctrl+B
Disconnect
MNew Ctrl+N
Save
Save As
Bt

5. Under 'Server:' type the FQDN of the Domain Controller e.g.
IMPDCO1.IMPEROSOFTWARE.COM

6. Under 'Port:' type '636'

7. Tick 'SSL'
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t o) O
Connection  Browse View Options Utilies Help

Connect x

Server: |f‘¢EWTE1.SrJ‘:C|n|.LRtE5LCDm| \‘\ ]

Port:
F{eacl: _ B LI
8. Click 'OK'
9. Click on the 'Connection' menu
10.Click 'Bind...'

11.Under 'Bind type' select 'Bind with credentials'

12.Under 'User:' enter 'Impero-Admin' (The user created earlier)

13.Under 'Password:' enter the strong password you assigned the user
14.Under 'Domain:' enter your full domain name e.g. imperosoftware.com;
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- —J M SR
£R 1dape://NewTestSchool.uktest.com/DC=uktest, DC=con O <
Connection Browse View| Bind X

g D30 = ( DIRSYNC_EX ); A
X RCH_HKINTS );
Passwird: sssssssssssces \ NT); b
Domain uktest.com g -113556.1.4.2255, Ll
tDirSyncRequests; _
ut, MaxConnections; 1y

sages; MaxQueryDuration;
eiSize; MinResultSets;

VaRange; 13
TemoryLimtPercent,
EXTERNAL; DIGEST-MDS;
2
- 1d
v

Read . NUM

15.Click 'OK'
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16.0bserve the output in the Idp.exe tool

To confirm we can communicate via SSL and via the Authenticated User you

should see the following lines highlighted;

|63 1daps://NewTestSchool.uktest.com/DC=uktest, DC=com - O

Connection Browse View Options Utilities Help

Ready

0x31 = Idap_unbind(ld);
Id = Idap_sslinit("NewTestSchool uktest.com”, 636, 1);
Error 49 = |dap_set_option(hLdap, LDAP_OPT_PROTOCOL_VERSION, 3);
Error 0 = Idap_connect(hLdap, NULL);
Error 0 = Ida —opti - —OPT-581;
ost supports SSL, SSL cipher strength = 256 bits
Established connection to NewTestSchool.uktest.com.
ieving base DSA information...
Getting 1 entries:
Dn: (RootDSE)
configurationNamingContext: CN=Configuration, DC=uktest, DC=com;
currentTime: 3/28/2019 2:05:53 PM Coordinated Universal Time;
defaultNamingContext: DC=uktest,DC=com;
dnsHostName: NewTestSchool uktest.com;
domainControllerFunctionality: 7 = ( WIN2016 );
domainFunctionality: 7 = ( WIN2016 );
dsServiceName: CN=NTDS
Seftings, CN=NEWTESTSCHOOL,CN=Servers, CN=Default-First-Site-
Name, CN=Sites, CN=Configuration, DC=uktest, DC=com;
forestFunctionality: 7 = ( WIN2016 );
highestCommittedUSN: 65618;
isGlobalCatalogReady: TRUE;
isSynchronized: TRUE;

ldanCannmanallansa: ididant anvanrnandantanbhasal® 2 NATEOCT SOV

id*)&N);

NUM
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E‘ Idaps:/iMNewTestSchooluktest.com/DC=uktest, DC=cam - O *

Connection  Browse View Options Utilities Help

Ready

DT O T I LF% J, T2 T T s T o T. o e L OUT Drar_Jrruor I,

1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 "~
= ( SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = (
EXPECTED_ENTRY_COUNT ); 1.2.840.113556.1.4.2239 = ({ POLICY_HINTS
), 1.2.840.113556.1.4.2255; 1.2.840.113556.1.4.2256;
1.2 840.113556.1.4 2309;

supportedLDAPPolicies (20): MaxPoolThreads; MaxPercentDirSyncRequests;
MaxDatagramRecv, MaxReceiveBuffer; InitRecvTimeout, MaxConnections,
MaxConnldleTime, MaxPageSize, MaxBatchReturnMessages,
MaxQueryDuration; MaxDirSyncDuration; MaxTempTableSize;
MaxResullSetSize, MinResultSets; MaxResultSetsPerConn;
MaxNotificationPerConn; MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemMemoryLimitPercent;

supportedLDAPVersion (2): 3, 2,

supportedSASLMechanisms (4): GSSAPI: GSS-SPNEGO: EXTERMAL; DIGEST-
MDS5;

53 =Adap_set_option(ld, LDAP— 6P
res = ldap_bind_s(ld, MULL, &NtAuthldentity, NEGOTIATE (1158)); // v.3

Authenticated a

UKTEST\dapstest'.

NUM

S ———

[ T R ——

Now this is all setup and confirmed that we can communicate locally you need
to contact Impero so they can do their side of the setup.

The following information will be needed, which advise to send in separate
emails directly to the Agents email address who your dealing with, if you don’t
have these details you can call Impero support.
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If you prefer to not email the details below you could put all this in a shared
location and share a Link such as Google Drive, OneDrive etc...

Email Subject Contents Attachments

Your Domain Controllers
1 Imperoldaps-YourSchoolName-S1 public [P Addresses’ None

Domain Controller
server (.cer) certificate. Which
Needs to be .zip to get around mail

Domain Controller CA
2 ImperolLdaps-YourSchoolName-S2 Certificate Password
(Page 15 of this guide)

filters
Impero-Admin user
details: Domain Controller CA (.pfx)
3 ImperolLdaps-YourSchoolName-S3 distinguishedName certificate. Which Needs to be .zip to
mail get around mail filters

userPrincipalName

ImperoAdmin user

None
password

4 ImperoLdaps-YourSchoolName-S3
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info@imperosoftware.com

WWW.imperosoftware.co.uk

WWW.imperosoftware.com
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