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Impero Product Data Description How Used File Encrypted at Rest Storage Encrypted at Rest Encypted in Motion Typical Lifetime DeletionPlan Communicated Externally

Education Pro ilogDatabase
Main database for recording 

user and machine activity

Used to record and 

report events on the 

system

No Recommended Yes
3 months (User 

Configurable)

By default this 

is set to X
Yes (Insight)

Education Pro Users and Groups
Database of users and the 

groups they belong to

Used to associate 

users to devices and 

groups applying 

relevant policies

No Recommended Yes

For as long as 

the user attends 

the school (User 

Configurable)

User 

Configurable
No

Education Pro Reports
Folder containing Scheduled 

canned reports of captures

Used generate a 

range of reports to 

help identify 

safeguarding 

concerns

No Recommended N/A
12 months (User 

Configurable)

User 

Configurable
No

Education Pro
Capture Emails inc 

screenshots

Email notifications to users of 

Captures which have occurred

Used to report 

captures directly to 

specific users

N/A N/A
Yes (SSL connection 

to exchange)

12 months (User 

Configurable)

User 

Configurable
Yes

Education Pro Confide

Database containing 

safeguarding reports to 

specific users

Self help and 

anonymous 

reporting tool

No Recommended
Yes (Data from 

client to server)

12 months (User 

Configurable)

User 

Configurable
No

Education Pro Screenshots .jpeg and .png capture files

Used to provide 

additional context 

when a capture 

occurs

No Recommended Yes
12 months (User 

Configurable)

User 

Configurable
No

Education Pro Recordings proprietary file format

Used to provide 

additional context 

when a capture 

occurs

Yes Recommended Yes
12 months (User 

Configurable)

User 

Configurable
No

Education Pro - 

Insight

Microsoft Azure Database - 

Microsoft PowerBI

Secondary Database for 

analysing Impero 'Capture' 

data

Used to analyse 

capture data on 

individual or 

multiple Impero 

servers.

Data Encryption in 

Azure Storage secures 

your data at rest and 

in transit.

Data Encryption in Azure 

Storage secures your data 

at rest and in transit.

Yes
12 months (User 

Configurable)

User 

Configurable
Yes
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