Impero Education Pro — Classlink Integration — September 2020

impero
pro

Classlink Integration

Impero Education Pro

impero

© 2020 Impero Solutions Ltd F



Impero Education Pro — Classlink Integration — September 2020

INEFOAUCTION .t e e et e e e 3
R GUITEMEBNTS ..t a e 3
Install Impero OneRoster IMPOrt SEIVICE .....cciiiiiiiieiiiiie e, 4
(0o 0} {7 oW SIS I YT YT 6
Configure Impero Server for SIS INtegration ....ccccoeeeeeieiiei i 7
ClassliNK ROSTEI SEIVET ....vviiiiiiiiiiee e 14
Adding the Impero Education Pro Application ........ccccvvvviieiiiiiiiiiiiiicc e 14
Adding the Custom Export application for Multi Server Configurations............. 15
Sending Classlink Roster Server Data to Impero Education Pro...........cccvveeeenne, 16
IMPOrt Groups ON IMPEIO SEIVET ..coeeiiiiii e 18

© 2020 Impero Solutions Ltd




Impero Education Pro — Classlink Integration — September 2020

Impero Education Pro can now integrate with the Classlink Roster Server. This
integration allows schools and organisations using Classlink to supply Education
Pro with the data required to create groups and add groups members. In
addition, it will add all staff users, grant them access to the system and give
them access to only the groups assigned to them in the SIS/MIS system.

The following guide is designed to take you through the process of setting up
Impero Education Pro to support Classlink Integration.

e |mpero Education Pro Server running version 7.3.36 or higher
e SFTP Server running on the Impero Education Pro Server

e OneRosterimporter tool for Education Pro provided by Impero
e SIS/MIS system supporting the OneRoster standard

e C(Classlink Roster Server
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Download the Impero OneRoster Import service setup here

Run and install the Impero OneRoster Import service on the Impero Server
(Please note Impero Server must be version 7.3 or higher)

ﬂ OneRoster Import Service Setup X

Welcome to OneRoster Import
Service Setup Wizard

The Setup Wizard wil instal OneRoster Import Service on
your computer, Chck Next to continue or Cancel to exit the
Setup Wizard.

Carc

Choose the install location for the OneRoster import service
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(Please note this location will contain a config file which can be edited to
change the import and output folders)

_ﬁ OneRoster Import Service Setup - *

Select Installation Folder
This is the: folder where OneRoster Import Service will be installed.

To nstall in this folder, dick "MNext”. To instal to a different folder, enter it bealow or dick
Browse",

Foider:
|C:\Program Fies (x86)\Impero Solutions Ltd\OneRoster Import Servi Browse...

Advanced Instaler

< Badk Canicel

Once the install is completed you will see a new service running called Impero
One roster Importer

(Please note this service must be running for Classlink Integration to function)

% Services

File Action View Help
e mECEEI Hm » o nwn
-, Services (Local) ;.L Services (Local)

Impera One rester Importer Mame Description Status Startup Type Log On As
-:;’; IEE and AuthlP IPsec Keying ... The IKEEXT service hosts ... Manual (Trig... Local Syste...

Stop the service
Restart the service

=3 |mpero One roster mporter imports One Roster data ...  Running  Automatic Local Syste...

& ImperoClientSVC Impero Client Service Running  Automatic Local Syste...
18 ImperoGuardianSie Impero Guardian Service Running  Automatic Local Syste...
Description: 15} ImperoServerSVC Impero Server Service Running  Automatic Local Syste...
IE:E::?.;EE:.O“H data to impero .’., Interactive Services Detection  Emables user notification ... Manual Local Syste...
&l Internet Connection Shanng... Provides network address... Manual (Trig... Local Syste...
& IP Helper Provides tunnel connecti..  Running  Automatic Local Syste...
(ol A T N P [PRTARPSS T P S - S W PSP s P Bl s m ol €
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In order to facilitate the data transfer between the Classlink Roster Server and
the Impero Education Pro Server, an SFTP Server must be configured on the
Impero Server. There are many SFTP server packages available and providing
the credentials have been setup correctly it should not matter which SFTP
service you decide to use.

For the purpose of this guide we will be using Windows Server 2019 which has
OpenSSH Server as a built-in optional feature.

Firstly, you will need to install the OpenSSH Server feature in Windows Server
2019. This can be found under Settings->Apps->Manage optional features

« Settings — jm}
@ Manage optional features

Optional features

See optional feature history

Add a feature
+

. English (US) handwriting 7.21 MB

English (US) optical character recognition 228 KB
English (US) speech recognition 95.8 MB

b

English (US) text-to-speech 546 MB

English (US) typing 406 MB
Internet Explorer 11 1.61 MB

b3

Math Recognizer 16,6 MB
OpenSSH Client 5.05 MB
Windows Media Player 46,6 MB

XPS Viewer 158 MB
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Click Add a feature and scroll down until you find the feature OpenSSH Server
and click Install.

< Settings - ] X

Add a feature

Korean Supplemental Fonts 9.29 MB
Lao Supplemental Fonts 198 KB
Malayalam Supplemental Fonts 174 KB
Mopria Cloud Service 3.20 MB
MSIX Packaging Tool Driver 39.6 KB
Odia Supplemental Fonts 257 KB

OpenSSH Server 1.23 MB

BEEEEEBEEE

OpenSSH-based secure shell (SSH) server, for secure key
management and access from remote machines.

Install

Pan-European Supplemental Fonts 4.09 MB

RIP Listener 451KB

Sinhala Supplemental Fonts 425 KB

{3 Syriac Supplemental Fents 84.2 KB

Go back to the previous screen and when OpenSSH Server appears in the list of
installed components then you have successfully installed the SFTP server.

Math Recognizer 16.6 MB
OpenSSH Client 5.05 MB

OpenSSH Server 471 MB
Windows Media Player 46.6 MB

XPS Viewer 15.8 MB
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Now we need to add a local user account to the Impero Server that will be used
by the Classlink Roster Server to push data to us.

On the Impero Server, open Run and type lusrmgr.msc and press enter. This will
launch the local users and groups editor.

& Locel Users and Grougs (Local || o Actians
Usess

se
. Local Users and Groups [Local] =
Groups P -
Groups More Actions r

Right click the Users folder and select New User...
Enter a username and password and set the password to never expire.

Untick the default option User must change password at next logon

Mew User 7 W

User name: |5f-t|:. |
Full name: |SFI'F‘ test account |
Description: |used to test sftp transfers to Impera Server |
Password: I |

Canfirm passward:

User must change password at next logon
[ ] User cannot change password
[«]:Pazsword never expires;
[ ] Account is disabled

Help Create Close

Click Create
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Now navigate to the following directory
C:\ProgramData\ssh

(ProgramData is a hidden system folder by default)

'™ < | ssh — ] *
Home Share View 0

< L s ThisPC » Windows (C:) » ProgramData » ssh ~| @ | Searchssh »
.
Name Date modified Type Size
# Quick access

legs File folder

W Desitop | | ssh_host_dsa_key File 1KB
& Downloads [ ssh_host_dsa_key.pub PUB File 1K8B
= Documents [ ssh_host_ecdsa_key File 1KB
=/ Pictures | ] ssh_host_ecdsa_key.pub PUB File 1KB
ssh | | ssh_host_ed25519_key File 1KB

O This PC || ssh_host_ed25519_key.pub P.UE File 1 K:E
|| ssh_host_rsa_key File 2KB

I:__" Metwork || ssh_host_rsa_key.pub PUB File 1KB

|| sshd.pid
| | sshd_config

PID File 1KB
File 3KB

Open the file called sshd_config with a text editor. You may need to open the
text editor with administrator privileges to save changes.

Add the following lines to the top of the file and Save
AllowUsers sftp (change sftp to match the user you created previously)
ChrootDirectory C:/OneRosterlmport

ForceCommand internal-sftp

| sshd_config - Notepad m
File Edit Format View Help
AllowUsers sfip

ChrootDirectory C:/OneRosterImport
ForceCommand internal-sftp

# This is the sshd server system-wide configuration file. See
# sshd_config(5) for more information.

# The strategy used for options in the default sshd config shipped with
# OpenSSH is to specify options with their default value where

# possible, but leave them commented. Uncommented options owverride the
# default walue.

#Port 22
#AddressFamily any
#listenlAddress 8.0.8.0
#lListenAddress ::

© 2020 Impero Solutions Ltd




Impero Education Pro — Classlink Integration — September 2020

AllowUsers is the user we added to the local users in Windows in the previous
step. By adding this line, it prevents any other users from performing the SFTP
transfer.

ChrootDirectory prevents users from pushing data to any location on Impero
Server and instead forces them to use only the directory used by our Classlink
Integration.

ForceCommand prevents users from interacting with the SFTP Server at the
command line level, further enhancing the security.
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Open the Impero Server app and navigate to the SIS Integration tab (Settings-
>SIS Integration). In the Import from drop down menu select CSV. To the right
of the drop-down menu we can see the path Impero Server will output the
converted OneRoster files to based on your Impero Server installation location.

C:\Program Files (x86)\Impero Solutions Ltd\Impero Server\Data\CSVIimport

Converted files must be found in this location for Classlink Integration to
function.

File ~ Tools ~ Help ~

& Ltcence»~ Connections \ﬁé’ Setlings ' =7 Automatic Updates v Room Booking EoRe Confide ‘, 8 Favourites

[(Active Directory Settings"(Resource Logging *(Console Access Rights"(Mail Server Settings"(Acceptable Use Policy* (Computer Availability (Group Timetable™
Lock Screen'(Misc (Pin Group Settings {Insight (Built-In Groups SIS Integration (Cloud Configuration \

Import from: iCSV ol | C:\Program Files (x86)\Impero Solutions Ltd\Impero
| Server\Data\CSVimport\students.csv

C:\Program Files (x86)\Impero Solutions Ltd\Impero
i + Server\Data\CSVimport\teachers.csv

- Import

‘i‘ Import Groups

[Z] Scheduled daily import

A

14:05 = mport time

These users will be granted access to all SIS groups during the next import with full
access rights:

Select user v | + Teacher's access rights for SIS groups applied on import

[C] Basic Console Only

Manage Group Members
Manage Group Policies
Manage Room Layout
Manage Group Access Rights
- - [Z] Manage Group Settings

Last import time 29/07/19 15:52:25 R Mt

Lastimport status ~ OK [”] Delete Group

SIS field to map to Console username:

[Email

‘ o ‘ Delete all SIS groups and import data
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Before we Import Groups we will take a look at some of the other settings on
the SIS Integration page.

These users will be granted access to all SIS groups during the next import with full
access rights:

Select user e | =

This setting allows Admins to grant users access to all Imported groups
regardless of the rights specified in the CSV files. The Select user drop down is
populated with the users already listed in your console access rights

Teacher's access rights for 515 groups applied on import

[C] Basic Console Only

Manage Group Members
Manage Group Policies
Manage Classroom Layout
Manage Group Access Rights
Manage Group Settings
Manage Group Mame

Delete Group

This option allows admins to specify group access rights on import to restrict
customisation of imported groups. You can also specify if teachers have access
to Basic Console Only, a cut down version of the Impero Console with the focus
on Classroom Management for teachers (Windows only)
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515 field to map to Console username:

District username e

District username

With the above setting you define whether the import pulls a username or an
email address to be added to Impero. If your users are signing into Windows or
Mac based devices then use the District username option. If users are using
ChromeQS devices then select the Email option.

Impaort
|-+n | Import Groups

[Cl Scheduled daily import

uuuuu - IO CeE

Import allows you to begin the import process and add user and create groups.
You can schedule the Import to occur at the same time every day. In
combination with a scheduled push from the Classlink Roster Server we ensure
you groups and membership rules are up to date.

PLEASE NOTE — Impero recommends leaving 10 minutes between the Roster
Server push and the Impero Server import to ensure data has been converted
before performing an import
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The following section assumes that a Classlink Roster Server has been setup for
your school. Classlink Roster Server knowledge base articles can be found here

Access your roster server dashboard found here and select Applications and
then Add Applications

(B rosterserver = it APPLICATIONS O A
DASHBOARD
Applcations
APPLICATIONS
Q
J¥ Show Extra Columns

PREVIEW DATA .
IMPORT ROSTERS

Name /4> Enabled Type Orgs Courses Actions

ClassLink
MANUAL RECORDS REST: \Wed 7/18/2018, 1:56 pm . a4 5364

SFTP: Wed 7/18/2018,1030em @ EH

SETTINGS
Pege 1~  Rowsperpage 25 v  1-1of1 K < > >l

Here is a list of applications that support the Roster Server. Type Impero into
the search field to filter the list to show our application and click Add

= & APPLICATIONS — ADD hitpacifsandbax-demo-v2 aneroster com ol
M DASHEOARD

Add Applications W Show Davsiopment 4pna
B APPUCATIONS

Q
@ FREVIEW DATA
IMPORT ROSTERS Name 4+ Company Name
9 Impero Education Pro Impera Saftwars m
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On the permissions page you can define what data sets our application can use.
Impero Education Pro needs users and classes only in order to generate a
successful Integration

= 5 APPLICATIONS — ADD:IMPERO EDUCATION PRO hitps://sandbox-demo-v2.oneroster.com © (\4_
7

BASIC
D) Impero Education Pro @

o Custom Permissions o Select by Class Full Permissions
0

o

Choose permissions based on bulldings (orgs) and
courses

- g - ©

to be permissioned and let All users will be chosen

ADVANCED

Impero Education Pro is currently limited to a maximum of 5000 users and 1200
classes per Impero Server.

A guide that covers Classlink Roster Server Advanced Permissions in more detail
can be found here

If your organisation has multiple Impero Education Pro Servers, then you will
need to add the Custom Export Application rather that the Impero Education
Pro Application. The Custom Export Application can be added to your Roster
Server multiple times and each instance can be configured to point to a
different Impero Server.

To add Custom Export Applications simply search for Export under applications.
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Classlink Integration in Impero Education Pro is powered exclusively by the SFTP
standard. Classlink Roster Server uses SFTP to send your data directly to your
Impero Education Pro Server. In order to facilitate this transfer, some
credentials and settings must be setup in our applications SFTP Settings to
schedule automated exports with the data that is defined by the applications
permissions.

Click the Actions menu -> and choose SFTP Settings.

Applications

Q

1 Show Extra Columns

Name /[~ Enabled Type Orgs Courses Actions
) Impero Education Pro

REST: Wed 7/18/2018, 1:56 prn ® FULL 4 50 Edit Permissions
SFTP: Wed 7/18/2018,1030m & H Find
Explore In API

Run Sanity Check

API Key and Secret @
— SFTP Settings

Filter Fields

Email Developer

Remove

In the Server Details and Authentication Details sections, enter the Impero
Education Pro Server details.

Server Details should contain the IP address of your Impero Server and use port
22. The protocol is sftp. The default upload path should be left blank as the
Impero Server will define this location as part of the OpenSSH setup
(Chrootdirectory)
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Authentication Details needs to contain the username and password you added
locally to the Impero Server.

Under File Details, specify the export template that is being sent to the Impero
Server. Impero Server supports OneRoster vlpl only so this must be selected.

Impero Server does not support processing the CSV’s in zipped format so leave
the Zipped option unselected.

Enter the Schedule Details for when you would like your Roster Server to push
data to your Impero Server

Also in Schedule Details, switch the toggle to Enabled in order for the transfer
to take place.

Click Save.

Click Send Now to initiate the transfer.

&3 ClassLink SFTP Settings @

Server Details

I Use SSH Key

=, Test Auth

File Details

Export Template

OneRoster vipl v D Zipped
Schedule Details @ Enabled
On Days

Sun, Mon, Tue, Wed, Thu, Fri, Sat  ~ At ® 9 T :03% MM ~

SEND NOW CLOSE I SAVE I
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Now that we have sent data to the Impero Server from Classlink, we can head
back over to the Impero Server to perform the Import. Remember once
configured pushes and imports can be scheduled to happen automatically.

Click the Import Groups button to begin the import process. An importin
progress is identified by the fetching dialog displayed next to the import status

Last import time 18/06/18 17:0&10

Lastimport status ~ Fetching..

Once complete the status will display OK and will update the Last import time

Last import time 10/07/18 12:04:08

Last import status QK

To verify the import was succesful, navigate to the Console Access Rights tab.
Under Access Rights List you should see all the staff users that have been
granted access and in the groups tab you should see the total number of groups
that have been created.

Jﬂcc Essuﬁmms uF' u::-licies|

Access Rights List [17)

3

'j“ :Lﬂ;;r's:l'ls - Set the group access rights for amber.demus
“ .

:'. carlos.hedricks Existing Groups (43)

:'. chloe.demus @ VAT (VIEnTI ] N
@ deimon.hedrick 4 @ Math5 [Math5)(2)

:'. faye.helms :', MathK (MathK)(1)

:', haylee.rasco ,1 MathK (Mathk)(2)

& isaac.amante & Monitoring Disabled

:'. jonathan.starksscroggins ,1 Printing Disabled

:', jergeawcood ,:'. Remowvable Media Disabled E
@ julioholder & Scil (5cit)(1)

@ kebin.hemandez & Scil (Sci1)(2)

@ kurt.sanders - & sciz(sciz)m

- & sci2 (5ci2)(2) ke
| Copy | | Remove | | Mew
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info@imperosoftware.com

WWW.imperosoftware.co.uk

WWW.imperosoftware.com
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