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the challenge 
 

With the proliferation of mobile devices in recent years, the challenge of managing these 

devices has increased in complexity. Whilst retaining Impero Education Pro’s focus on cross-

platform compatibility, and retaining enough flexibility to meet the needs of a school’s 

individual requirements, we have introduced our PIN Group feature, a cross-platform, multi-

device grouping feature enabling end users to quickly group and view devices (including user 

information). 

As a classroom teacher I want to be able to quickly provision a PIN number to group and 

view multiple devices within the Impero console and, if appropriate, force users to enter 

user details and/or their Active Directory credentials. The Impero console will show all the 

devices being used by my students within my lesson, and who is using which device, so that I 

can oversee students use of these devices to ensure they are safe and on-task. This applies 

to whether the student devices are Windows, Chromebook or iOS devices and owned by the 

school or by a pupil (subject to the installation of an Impero Client). 

Two types of PIN groups are available, either Static or Dynamic, to address the differing 

needs of individual schools and teaching staff. Experience shows that teachers often forget 

to wipe their block/allow policy settings at the end of a lesson which then causes difficulties 

for subsequent lessons as the previous teacher’s settings are still active. 

Static Groups give staff the ability to apply policies that remain for the duration of the group 

or class and Dynamic Groups are designed to support the application of specific policies for 

the duration of that lesson or session. 

If a Server user (administrator) selects the ‘No access to PIN groups’ radio button for a 

specific user, they will not be able to create or view PIN groups or the PIN icon and the Static 

PIN group list will not be displayed in their console. 

If a server user selects the ‘Allow dynamic PIN group options’ only, then the user selected in 

the Access Rights List pane will be able to only create dynamic PIN groups. 
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the basics 
This section provides information on the layout and identifies key PIN Group areas within 

the Impero Console and in the Server application. All relevant PIN Group Session data is 

mapped to the Dates, Users, Computers and Groups categories within the Log viewer in line 

with standard existing functionality. 

opening the Impero Console 
To begin using Impero, locate the 'Impero Console' shortcut icon (Image 1) on a Windows or 

Mac desktop and double click. 

 

 

 

 

Image 1 – Desktop Icon 

 

The first time you launch the Console you may be prompted with the password entry box* 

(Image 2). If you are permitted access, the Impero Console will then open. You will see the 

password prompt the first time you launch the Console for every log in session. 

 

 

 

 

 

 

 

  

Image 2 – Password entry box 

 

*Please Note: If you are not sure of your password please ask your network administrator. 
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The Principals of Impero Groups. 
 

It is important when setting up your Groups within Impero that you understand how the ‘Priority’ of 

the group affects the behaviour of Impero. 

Every Impero Group has a number of settings that can be applied. Right-click on a group in the 

Console, and select ‘Properties’. Click the ‘Group Settings’ tab across the top of this window. 

The ‘Group Settings’ tab contains all these settings that can be applied on a group-by-group basis, 

for example, ‘Hide Desktop Shortcut’ – which will hide the Impero Console desktop icon for 

members of the selected group. 

One user can easily belong to multiple groups. For example, a student user could potentially belong 

to the ‘Entire Network’ group, a ‘Students’ user group, and a ‘Classroom’ computer group. 

The ‘Group Setting’ that will apply to this user will be the setting from the group with the highest 

priority that the user belongs to. 
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To identify which setting applies to a user right-click a user in the Console and select ‘Properties’. 

Now, click the ‘Resultant Set of Settings’ tab. 

  

In this window you can see all the groups that the user belongs to, the priority of each group, the 

setting applied to the user from each group they belong to, and the ‘Applied Result’ of those 

settings to this user based on the priorities. 
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Please Note: If a user belongs to two groups with matching priority, the applied setting 

could vary – it is important to ensure that users belong to only one group of a higher 

priority. 

 

The setup that Impero recommends is to have user groups set to higher priorities. For example: 

 

 

This configuration ensures all users belong to one high priority group only with no overlap, and 

whatever setting is applied to the user group will apply to its members regardless of where they 

login. For example, ‘Hide Desktop Shortcut’ will apply to all students wherever they login, but all 

staff members will still see the Impero Console desktop shortcut regardless of where they login. 

  

 Group Name Group Priority 

Entire Network  Low/Medium 

Admin Staff [User Group] High 

Teaching Staff [User Group] High 

Year 11 Students [User Group] High 

Year 12 Students [User Group] High 

IT Suite [Computer Group] Low 

Science Lab [Computer Group] Low 
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adding and removing the PIN Group feature for end users (within the 

Impero Education Pro Console) 
Right click the ‘Entire Network’ group within the Impero Console and select Properties. Add or 

remove (turn on or off) the button from users’ desktops within the Workstation Settings section of 

the Group Settings tab (Images 3 and 4). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Images 3 and 4 – Hiding PIN Groups 
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setting PIN Group defaults (within the Server application) 
At a server level, admin users can select user requirements during the process to join a PIN 

Group/Session, including forcing users to authenticate when joining. Users can be forced to 

authenticate by entering their Active Directory (AD) username and password or by automatically 

requesting their AD credentials if the user has already authenticated on their device. Users can also 

be asked to enter a username during this process, either alongside their AD credentials or in place 

of. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Image 5 – Setting PIN Group options in the Impero Server 

Additionally, admin users can, on a user level basis, add or remove access to PIN group functionality, 

whereby an end user cannot create or view PIN groups and the PIN icon and Static PIN Group list 

will not be displayed in the console for the selected user. 

If an admin user selects the ‘Allow access to dynamic PIN groups’ option only, then the user selected 

in the Access Rights List panel will be able to only create Dynamic PIN groups, and the advanced 

options on the Dynamic PIN group session window within the console will be greyed out and un- 

selectable.  
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accessing PIN Groups on Windows, iOS, Mac and Chrome 
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creating a PIN Group (Session Name with Session PIN Code) 
When you first start using the Impero Console there are a number of predefined default User 

Groups created. It is then necessary to create/modify new Computer/User/PIN groups as required 

by your organisation (Image 6). 

Image 6 - Default Groups/Created Groups/PIN Groups 

 
To create a new PIN Group, click on the PIN icon that appears above the Group Lists (Image 7). 

 

                                      Image 7 - New PIN Group Icon 
 
This will open the 'New PIN Group' window which allows you to begin the creation of the group. 

There are a number of options within this window that govern how your new PIN group is created 

and policies being applied to said group, which are explored in the next section. Different types of 

PIN Group are identified by the colour of the PIN icon (Image 8): 

 

 

Orange pins are Dynamic Groups / Sessions. 

Green pins are Static Groups / Sessions. 

 

Image 8 – Pin group classifications 
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new PIN Group options  

These options are spread over two tabs, Basic and Advanced, and allow you to set basic properties of 
your new group (Images 9 and 10). 

Images 9 and 10 – Basic and Advanced tabs when creating a new PIN Group 

creating a PIN Group – Basic options 

Basic PIN Groups are usually the default type of PIN Group (determined by the server-based PIN 

group options). 

 Session Name (optional): the name of the group is how it will then be displayed in the PIN 
Group list 

 

 Your Session PIN code: a pre-defined number, so as to ensure there are no duplications of 
PIN Group numbers by users 

 
Image 11 – Static PIN Group options 

By selecting the Activate Session button, rules for policies are the same as for all other groups. 

PIN groups will inherit policies from ‘Entire Network’ and any other groups the user is a 

member of. 
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creating a PIN Group – Advanced options 

Image 12 – Advanced Tab 
 
Under the ‘Advanced’ tab (Image 12), users have two options: 
 
create a Dynamic PIN Group 

This is a one-off, live group session, linking devices based on a shared PIN number, so that when 
logged in using the session PIN code the end user’s devices can be visible as one group within the 
live thumbnail, list and room layout views in the Impero admin console. Dynamic PIN Groups will be 
automatically removed when users close their Impero Console. 
 
Dynamic groups are the default type and offer one-click creation. 
 
create a Static PIN Group 

This is a live group session, linking devices based on a shared PIN number, so that when logged in 
using this number the end user’s devices can be visible as one group within the live thumbnail, list 
and room layout views in the admin console. Unlike the Dynamic PIN Groups, the Static PIN Group 
and its settings can be saved in the console for future use by a teacher/console user. 
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‘Set Group Properties’ button 

Users have the option to set group properties either during the setup process or retrospectively if 
required. The ‘Set Group Properties’ button enables you to choose the group’s priority and owner, 
as well as determining authentication requirements for when end users join the group. This includes 
forcing users to enter a valid Active Directory username and password. 
 

These settings also determine the authentication screens that a student is presented with when 

they join a PIN Group session. The authentication options are automatically populated to reflect the 

choices selected in the PIN Groups settings on the server, but can also be edited on an individual 

basis. 

 

‘Group Details/Members’ tab 

Image 13 – Group Details/Members tab 

 

 ‘Group Priority’ option - this refers to the properties of the group (Group Settings options) 
and not the Policies of the group. The entire network level is set as ‘Medium’ by default 
although users are recommended to set PIN Group priorities as low. 
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‘Group Access Rights’ tab 

The 'Group Access Rights' tab (Image 14) allows you to configure the access privileges that Impero 

Console users have to the group that you are creating. 

 
Image 14 - Group Access Rights 

 

 Group Access rights (for Impero Console Users) 

This displays a list of the users that have been granted Console access via the Impero 

Server. Select the user that you wish to modify the access rights for by clicking on them. 

In Image X, user ‘Charlotte’ is selected. Mark the relevant checkboxes to determine 

access levels for the selected user. 

 

 Allowed To View Group and 
The console user has access to view the group, as well as perform any further selected 
options. 

 

 Manage Group Members 

The console user has the ability to add/remove users to this group. 
 

 Manage Group Policies 

The console user is able to add/modify/remove any policies (Block List/Allow List/Keyword 

Detection/Advanced Policies) applied to the group. 
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 Manage Classroom Layout 

The console user is able to modify the Room Layout of the group (Computer Groups only). 

 

 Rename Group 

The console user has access to change the name of the group. 
 

 Manage Group Access Rights 

The console user is able to make changes to Group Access Rights (this window) for this 
group. 

 

 Manage Group Settings 

The console user can make changes to the Group Settings (the third tab in 'Add Group'). 

 

 Delete Group 

The console user is allowed to delete this group. 
 

 No Access To Group 

The console user does not have any access rights to the group. 
 

 Copy 
Clicking the 'Copy' button will copy the access rights of the selected console user to the rest 
of the console users in the list. For example, if user 'Becky' has access to only 'Rename 
Group' and 'Delete Group', you can select 'Becky', click the 'Copy' button, and then the rest 
of the console users will then have access to the same two options. 
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‘Group Settings’ tab 

The 'Group Settings' tab (Image 15) allows you to apply a range of functions to the group you are 
creating. 

Image 15 - Group Settings 
 
Workstation Security 

 Show users an 'Acceptable Use Policy' 

You have the option to show users an 'Acceptable Use Policy' either the first time they log 

in, or each time they log in. You can set up different AUPs for different groups of users. 

Note: The Acceptable Use Policies are set up in the Impero Server. 
 

 Alert consoles when users in this group logon 

This will alert any console users that a user within this group has logged onto the system. 
 

 Lock the users screen when the network cable is pulled out 

If network cable is removed from the remote computer, the screen will be locked. 
 

 Enable concurrent login limit 

Set the number of concurrent logon sessions that one username can have active at any 
one time within this group. 
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 Action to perform when remote viewing or remote controlling users in this group 

If this is set then you can choose what happens when the user is being remotely 
controlled. 

 
o Allow - Allow remote controlling of these users. 

o Deny - Do not allow remote controlling of these users. If this option is selected, the 

Thumbnail View for this group will display only a black window with the text 'Access 

Denied'. 

o Ask if Allowed (Auto ALLOW after 10 seconds) - Ask the remote user's 
permission to take control. Control is automatically allowed after 10 seconds if 
no response is given. 

o Ask if Allowed (Auto DENY after 10 seconds) - Ask the remote user's permission 
to take control. Control is automatically denied after 10 seconds if no response 
is given. If this option is selected, the Thumbnail View for this group will display 
only a black window with the text 'Access Denied'. 

 

 Force a log off when user is idle for more than 

This option allows Impero to log the current user off when a machine has been idle for a 
specified number of minutes. 

 

 Force a shutdown when user is idle for more than 

This option allows Impero to shut the machine down when a machine has been idle for a 
specified number of minutes. 

 

 Action to perform when users raise 'Minor'/'Moderate'/'Severe' violations 

You can perform an action after a violation is triggered a specified number of times at 

each of the different levels. The actions you can set are to have the screen locked, the 

internet disabled, log the user off or to move the user to a specific group, all for a 

specified amount of time. Once the time has expired they are automatically removed 

from that group. 
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activating and deactivating PIN Groups 
 

A grey PIN signifies that the current PIN 

Group/Session is in-active. To activate and 

deactivate a PIN group, users need to right click 

the relevant PIN, hover over ‘Action’ and select 

either activate or deactivate group. 

 

Please note: You cannot deactivate a dynamic group which by its very nature is only active for that 

session. 

Images 16 and 17 – Activating and deactivating PIN Groups 
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identifying which settings take precedence ‘Resultant Set of Settings’ 
As explained above, group settings are applied depending on the 'Priority' of the group they are 
set for. A higher priority group will take precedence over lower priority groups when applying 
group settings for users. To see what group settings are being applied for a user, from the Impero 
Console right click a user, choose 'Properties' and view the 'Resultant Set of Settings' tab. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Images 18 and 19 – Properties and Group Settings 
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PIN Groups on Chromebooks 
introduction 

The Impero Client Application and Impero Client Extension for Chromebook allow you to integrate 

your Chromebook devices with your Impero Education Pro network. There are two applications that 

you need to download from the Chrome Web Store in order to join your Chromebook device to your 

network. You are required to be running Impero version 4.2.20 or later in order to view Chromebook 

screens from your Impero Console. 

Once installed on your device, the applications can be configured to connect to your Impero Server 

and become viewable from your Impero Console. 

application Download 

In order to configure your Chromebook, you will need to download the Impero Client Application 

and Impero Client Extension from the Chrome Web Store. Click on the 'FREE' button in order to 

download and install the two applications. 

When prompted to confirm the new applications, click on the 'Add to Chrome' button. 

To verify that your applications have installed, launch your Google Chrome browser and navigate to 

'chrome://extensions'. 

Ensure that 'Impero Client Application' and 'Impero Client Extension' both appear in your list of 

browser extensions and are both set to 'Enabled'. 
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connecting to a PIN Group from a Chromebook 
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connecting to a PIN Group from a Windows Device 

 

By selecting the Circle button within the ‘Join PIN Group’ box, you can quickly identify 

which PIN group session the end user is a member of and if required leave the PIN group session.            
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connecting to a PIN Group from an iPad 
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connecting to a PIN Group from a Mac 
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